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s COmpany History

o Set up R&D team (Taiwan) in 2000
o Set up TrustView Japan branch office in 2007
o Set up TrustView China branch office in 2009

Leading Solution Provider of Enterprise Digital Rights

Management (E-DRM)

« Specializes in digital document rights management and
content encryption

» Patents
« 9 DRM related Patents
e Patents in Taiwan, China, JP and US
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Advanced Solutions for DLP

"Past security approaches have
concentrated on infrastructure rather than
data.”

Forrester Research
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Z Advanced Solutions for DLP

Most of DLP solutions can not control documents after delivery

IOnIy access control l

* |f user passed the authentication, system allows
legal users to access documents.

|Lack of document control

 After receiving documents, users get full access
right without any system control.

e System can not control user behaviors like copy,
edit and print.

 Document features can be destroyed by
converting
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Document Life Cycle 3A protection
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Policy Maker

-Edit Document

-Set Document Access Policy
-Encrypt

Reader
-Decrypt

1.Verify Identity .
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Stores Document
Access Policy

S
Client Agent

Documents can be stored on network server,
CD-ROM, file server or transmitted through e-mail
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‘ Advanced Solutions for DLP

*Protection of the 50 applications
« Office, PDF, Pro/E, AutoCAD, SolidWorks, NX, Catia...
eSmart author auto cipher
saccess valid date
«Off-line access
*Define document access rights by individual policy or by policy template

«Security functions
« Control user behaviors: copy, print, save as, edit, Print screen,
Screen capture

« 256Dbit-AES encryption
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TrustView Server major function

e Stores and manages information of
the document key,and the list of legal
users.

o Administrator management tool
» Real-time to change document policy
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Advanced Solutions for DLP

TrustView Server Management Functions

« Authentication
» Synchronizes and integrates with external account systems
* AD, Notes, WindChills
« System administrator maintains only one set of accounts
» Authorization
» Document access rights: Document policy
» System objects: Roles
» Based on groups or individual users
» Auditing
» Stores event log
» Tracks event record
* Event types, users, date, IP addresses
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Advanced Solutions for DLP

\Web Content

Physical documents

Common files (3A)

TrustView
for Web

TrustView Server ]

| BackUp Madule ][ Bascial Option Module

‘ 2 ' Dynamic
Dispatcher | TrustServer Watermark
Module

File Server
Automatic Accounts System

Encryption Integration Module

Module
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Thank You

O www.trustview.com.tw
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